UHI student guidance | Passkey setup

Student: Set Up a Passkey Using Windows Hello

In brief: A passkey lets you confirm sign-in using a secure method such as a PIN, fingerprint or facial
recognition. It removes the need to type a password or enter a one-time code during supported sign-ins.

Before You Start

e Usethe Windows device (Windows 11 or greater) on which you want to set up the passkey.

e Make sure you can sign in to your UHI account and complete multi-factor authentication (MFA).

e Make sure the device supports Windows Hello. A PIN can be used even if fingerprint or facial recognition is
unavailable.

e Use an up-to-date browser and keep the device connected to the internet.

e Do notremove your existing Microsoft Authenticator method. Keeping more than one authentication
method helps prevent loss of access.

Important: The wording and appearance of the prompts may differ slightly depending on your version of
Windows and browser. Follow the option names shown on your screen.

Set Up the Passkey

Step 1: Continue from the security prompt

After signing in and completing MFA, review the “Let’s keep your account secure” message. Select “Next” to
continue. If you are not ready to set up the passkey, selecting “Not now” may postpone the prompt.

LAl

Let's keep your account secure

‘We'll help you set up another way to verify it's you.

Mot now

Login help can be found at
hitps:;/{fweww.uhiacukfenslis/servicedesk/

Accessibility information can be found at
https:/fwww.uhiac uk/en/accessibility/

Figure 1. Continue from the security prompt
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Step 2: Start creating the passkey

On the “Sign in faster with your face, fingerprint, or PIN” screen, select Next. Windows will open a secure
prompt to begin creating the passkey.
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Sign in faster with your face,
fingerprint, or PIN

D I}
s

Create 3 passkey to sign in to your account. No apps
passwords, or codes needed.

Other options

Figure 2. Start creating the passkey
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Step 3: Choose a different save location

When the “Create a passkey” window appears, select “Save another way”. This lets you choose where the
passkey will be stored.

Create a passkey X

This passkey will be saved to Microsoft Password Manager, making it safe and
easy to quickly access it across your devices.

Learn more

S

Passkey for login.microsoft.com

Save another way Not now

B® Microsoft

Setting up your passkey...

Your device is opening a security window. Follow the
instructions to finish setting up your passkey.

s

Figure 3. Choose a different save location
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Step 4: Select Microsoft Password Manager

On “Select where to save your passkey”, choose “Microsoft password manager”. The other option shown can

be used to save the passkey to a phone, tablet or security key, but this guide follows Microsoft Password
Manager.

Select where to save your passkey

Choose a secure location to save your passkey for quick access
icrosoft password manager

02 Use a phone, tablet or security

Cancel

BE Micrasoft

Setting up your passkey...

Your device is opening a security window. Follow the
instructions to finish setting up your passkey.

Figure 4. Select Microsoft Password Manager
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Step 5: Confirm that you want to create the passkey

Review the account shown in the prompt. If it is your UHI account, select “Create”. If the wrong account is
displayed, cancel the process and sign in again with the correct account.

Create a passkey X

This passkey will be saved to Microsoft Password Manager, making it safe and
easy to quickly access it across your devices.

Learn more

& S

Passkey for login.microsoft.com

Save another way Not now

B® Microsoft

Setting up your passkey...

Your device is opening a security window. Follow the
instructions to finish setting up your passkey.

Figure 5. Confirm that you want to create the passkey
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Step 6: Create a Microsoft Password Manager PIN

Enter a PIN for Microsoft Password Manager, choose the available PIN options if required, and select “Create”.
Choose a PIN you can remember and do not share it with anyone.

Set up a PIN for Microsoft Password Manager X

This PIN lets you access passkeys saved to Microsoft Password Manager. You'll
have to enter it on every new device.

This PIN isn't stored anhere — make sure to remember it.

PIN options

3

v Numbers

Letters and numbers

B® Microsoft

Setting up your passkey...

Your device is opening a security window. Follow the
instructions to finish setting up your passkey.

Figure 6. Create a Microsoft Password Manager PIN

Note: This prompt refers to the PIN used to unlock passkeys held in Microsoft Password Manager. Follow
the wording displayed on your device.
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Step 7: Give the passkey a recognisable name

Enter a short name that will help you identify the passkey later, for example “Personal Windows laptop”, then
select “Next”.

] SP D Online Guides [_’_] STUDY D UniDesk D Misc CI Security
Passkey saved & PIN created

View and manage your saved passkeys.

Microsoft p ord manager

CHl
EEe—
Let's name your passkey

-?

Give your passkey a name to help you identify it

Figure 7. Give the passkey a recognisable name
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Step 8: Finish the setup

When “Passkey created” appears, select “Done”. A separate notification may also confirm that the passkey and
PIN were created.

) Online Guides 7] STUDY [] UniDesk 7] Misc ] Security
Passkey saved & PIN created

View and manage your saved passkeys.

Microsoft vord manager

CHl
I
@ Passkey created

-?

You can now use your face, fingerprint or PiN to sign

Y o |

in to your account.

Figure 8. Finish the setup

Test the Passkey

Step 9: Open a fresh sign-in page

Open a new browser tab and go to Outlook on the web or another UHI Microsoft 365 service. Enter your UHI
email address if prompted, then select your account.

=' Microsoft

Pick an account
] —
+ Use another account

Figure 9. Open a fresh sign-in page
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Step 10: Approve the sign-in

When prompted, enter the Microsoft Password Manager PIN you created and select “Confirm”. Windows may
then ask you to complete the sign-in using an available Windows Hello method such as a PIN, fingerprint or
facial recognition.

Enter your Microsoft Password Manager PIN

Confirm your identity by entering the PIN you previously set up.

Forgot your PIN?

Figure 10. Approve the sign-in

Successful test: You should be signed in to your UHI account without being asked to enter your account
password or authentication step.

If You Forget the Microsoft Password Manager PIN

On the “Enter your Microsoft Password Manager PIN” prompt, select Forgot your PIN? and follow the on-screen
instructions to verify your identity and reset the PIN.
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Enter your Microsoft Password Manager PIN

Confirm your identity by entering the PIN you previously set up.

. . . o

Forgot your PIN? k‘

Cancel

Security reminder: Only approve authentication prompts that you initiated. If you receive an unexpected
prompt, deny it and contact the UHI Service Desk.

If You Cannot Complete the Setup

e Checkthatyou are signed in with the correct UHI account.

o Close and reopen the browser, then try again.

e Restartthe Windows device and repeat the process.

e |fthe passkey option is missing, the setup repeatedly fails, or you cannot access any registered MFA
method, contact the UHI Service Desk or local ICT support.

e When contacting the Service Desk or your local ICT support, provide the device type, Windows version,
browser name, exact error message and a screenshot where possible.

Manage or Remove a Passkey

For a work or school account, review registered sign-in methods in your Security info page. If you remove a
passkey, also remove the saved copy from the place where it was stored. Add and test another sign-in method
before removing one that you currently rely on.

Student guidance | Review date: September 2026



